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The wide adoption of the Internet of Things (IoT) involves a previously unseen level of
complexity imposing to multiple stakeholders to deal with and trust the complex
integration of applications with a plethora of heterogeneous devices. In this context,
digital twins (DTs) have emerged as a suitable paradigm for bridging the digital and
physical domains by masking the complexity of the latter with established software
interfacesmade available to applications by the former. In this work, we discuss how
DTs can be designed, deployed, and managed to enable end-to-end trustworthiness
between applications and the physical domain. Particularly, 1) we identify the key
characteristics enabling end-to-end DT trustworthiness, 2) we evaluate the degree to
which available DT platforms support these characteristics, 3) we highlight a blueprint
architecture paving the way to innovative DT platforms natively supporting end-to-end
trustworthiness, and 4) we show the benefits of our proposal with an industrial IoT use case.

The Internet of Things (IoT) has enabled a novel
realm of application scenarios characterized by
a plethora of heterogeneous physical devices

working together.1,2 In this context, digital twins (DTs)
have emerged as a suitable paradigm for bridging the
virtual and physical worlds.3,4,5 We use the term DT to
refer to any software rendering in the digital world a
physical entity, its physical twin (PT). Although some
works focus on DTs aimed at simulating PTs for
improving their design (thus not requiring network
communications between the two counterparts), here
we focus on DTs designed for mediating the interac-
tions between applications and PTs, thus creating a syn-
chronized replica of PTs to be offered to applications.

As DTs hide the complexity of PTs to applications,
a trustworthy relationship is of foremost importance.
For example, a data analyst might not consider a DT

trustworthy if network latency undermines timely
DT–PT communications or if its managing platform
does not log relevant events nor provides a secured
application programming interface (API). Let us note
that we consider a notion of trustworthiness embrac-
ing a wide set of aspects, ranging from resource avail-
ability and security to adoption of best practices for
dynamic DT management. In addition, trustworthiness
should be evaluated by considering requirements pro-
vided by applications and stakeholders in general. In
other words, the objective of trustworthiness is to eval-
uate, on the one hand, the capability of DTs to fulfill
application requirements about both quantitative
characteristics (e.g., real-time DT–PT communication)
and broader application features (e.g., availability of
secured DT APIs), and, on the other hand, the capability
of the management platform to transparently enforce
such application requirements, thus establishing an
end-to-end approach to trustworthiness within the DT
ecosystem. If application requirements cannot be met,
the platform should transparently reconfigure the
involved DTs to fulfill them, e.g., by dynamically increas-
ing computational resources reserved to a DT or by
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migrating the DT to a more secure subnet. Instead, if
the requirements cannot be fulfilled, the application
should be notified accordingly. Based on the aforemen-
tioned considerations, we identify six fundamental
characteristics concerning trustworthiness for DTs:
entanglement awareness, variable load resilience,
cloud-to-edge continuum mobility, declarative descrip-
tion, observability, and security.

THE CASE FOR END-TO-END
TRUSTWORTHINESS

Attempts to address trust traditionally consider cyber-
physical systems in general, either neglecting specific
aspects of the triadic relation among DTs, PTs, and
applications6 or strictly focusing on security manage-
ment.7 In this work, we shift perspective from DTs con-
ceived as standalone entities (a standalone software
component, bridging one PT and one application) to an
ensemble of orchestrated software components shared
among a number of cyberphysical applications.8

In particular, we introduce new meanings to the
concept of trustworthiness by proposing specific char-
acteristics (represented in Figure 1) that support end-
to-end trustworthiness for solutions in which DTs are
used as cyberphysical bridges between applications
and physical objects. These characteristics are linked
to two key areas. The first one is focused on tools for
describing and evaluating the accuracy of the repre-
sentations provided by DTs with respect to (w.r.t.)
application constraints and for enacting corrective

actionswhen application constraints are not met, such
as elastic resource provisioning and DT migration/
replication (see the “Entanglement Awareness,” “Variable
Load Resilience,” and “Cloud-to-Edge Continuum Mobi-
lity” sections). The second one is focused on providing
the DT with production-grade management features.
More specifically, DTs conceived as containerized and
orchestrated microservices require tools for describing
their services and interfaces, collecting logs and metrics,
providing distributed tracing analysis for manageabil-
ity and observability reasons (see the “Declarative
Description,” “Observability,” and “Security” sections).

Furthermore, instead of a broad overview, which
has been previously given,9 we discuss to which extent
the identified characteristics are supported in four
available DT platforms [Microsoft Azure DTs, Amazon
Web Services (AWS) TwinMaker, Eclipse Ditto, and
the open source library White Label Digital Twins
(WLDT)10] making use of three levels: 1) not addressed,
2) partially addressed, and 3) addressed.

Entanglement Awareness
In practical terms, engineering a DT that exactly
reflects the PT features (i.e., perfect entanglement) is
difficult for a number of reasons, such as 1) the state of
the DT model is normally obtained by synchronizing
with the PT, which often happens periodically at dis-
crete time instants, and 2) the state of the DT model
takes time to be computed. Nevertheless, applications
are often designed and implemented in light of specific

FIGURE 1. Visual comparison of trustworthiness characteristics of four DT platforms with respect to the identified requirements.

AWS: AmazonWeb Services.
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assumptions regarding aspects of their DTs (e.g., the
DT replies in less than 100 ms) and PTs (e.g., the PT
sends updates every 200 ms).11 For example, a smart
farming application for monitoring crops might require
one update per hour while a manufacturing application
for driving a 3-D printer might require 10 updates every
second. In fact, without this indication, an application
might use data coming from a DT that does not accu-
rately representing the state of the PT. Because of this,
a metric describing how well a DT renders the PT state
w.r.t. the performance required by applications is key.
Recent works12,13 have proposed approaches for mea-
suring the DT–PT entanglement by taking into account
both timeliness (i.e., how fresh the collected data are
w.r.t. application constraints) and completeness (i.e.,
the ratio of the amount of collected data to the total
amount of required data) of the communication. This
characteristic describes if and how a DT platform sup-
ports trustworthy end-to-end communications in terms
of DT–PT entanglement.

DT Platforms Support
Microsoft Azure, AWS, and Eclipse Ditto do not embed
any form of entanglement support. In fact, they only
provide connectors for receiving data from PTs and
store them as JavaScript Object Notation (JSON) data
without further assistance. Developers might build
entanglement-aware functionalities, for example, by
enriching PT data with time stamps, but without relying
on any systematic support. Conversely, the WLDT
framework natively embeds the entanglement con-
cept, allowing its seamless computation.

Variable Load Resilience
Applications (especially those rooted in low latency
high bandwidth scenarios) might impose variable
loads, thus requiring a variable amount of resources
over time. Two key factors drive the overall load on a
distributed system, such as an ecosystem of DTs:
1) the amount of requests to be accomplished and
2) the complexity of those requests. To cope with
peaks in the number of requests, replicas of a DT can
be spawned, limiting their number according to the
available resources (admission control). Concerning
request complexity, a DT model might require nonne-
gligible computational resources that have to be
dynamically allocated when and where they are
needed (resource allocation). The admission control
system safeguards the availability of DTs under heavy
load. When enabled, it sorts requests by priority, prefer-
ring higher-priority operations. In case of admission,
the resource allocation mechanism should adjust the
amount of resources provided to DTs. For instance, a

DT platform could either prevent the deployment of
DTs requiring (for running their internal models) more
GPUs than those available or manage the redistribution
of available GPUs to theDTs requiring them. This charac-
teristic describes towhich extent a DT platform supports
the dynamic provisioning of resources to DT models (for
running themwithin application constraints).

DT Platforms Support
Microsoft Azure and AWS support forms of replication.
Specifically, the data structures representing DTs are
updated via Pub/Sub approaches or serverless func-
tions running on the cloud that can be replicated for
managing load peaks. A DT implemented with either
Eclipse Ditto or WLDT, which are both based on micro-
services, can be possibly (the burden is left to the
developer) containerized and replicated using standard
tools, such as Kubernetes.

Cloud-to-Edge Continuum Mobility
Computing and communication resources can be
owned by different providers and located in different
domains, such as edge on premises (e.g., digital facto-
ries), multiaccess edge computing (e.g., telco net-
works), or in the cloud (e.g., big tech companies). Each
solution has benefits and drawbacks. Public clouds
provide a plethora of services, usually at low cost. How-
ever, they are typically far away from operations and
their performance is less predictable w.r.t. edge-based
solutions. On the contrary, on-premises solutions allow
full control of the system and likely provide the highest
performance thanks to the proximity to PTs. However,
they usually have high setup and maintenance costs
and require a nonnegligible effort to be scaled. In this
context, trustworthiness has to be intended as the
capacity of taking advantage of multiple deployment
domains for both improving availability (i.e., if a deploy-
ment fails, DTs can be moved to another one) and
improving DT–PT entanglement (i.e., a deployment
closer to PTs reduces latency). Such DT platforms
must support the following: 1) DT mobility: if required, a
DT must be offloaded from the current location and
moved to a new location; 2) DT service continuity: if a
DT moves to another location, the application associ-
ated with that DT must continue to run properly;
3) mobility of PT state: historical data regarding the PT
state must support mobility and possibly be migrated,
alongwith theDT. For example, a DT experiencing entan-
glement degradation due to an increase in network
latency could be transparently migrated, along with its
state, to a different network location. This characteristic
describes how well a DT platform supports DT mobility
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across the cloud-to-edge continuum for the sake of pre-
serving availability and the DT–PT entanglement.

DT Platforms Support
Microsoft Azure and AWS model DTs as JSON entities
capable of receiving data from PTs via a set of connec-
tors. As such, all DTs reside on cloud nodes and cannot
be moved to different hosting domains or even change
tenant. Instead, Eclipse Ditto provides the possibility to
deploy the platform also on the edge thus partially
addressingmobility, but there is no support for such a fea-
ture and everything is delegated to the developers. With
WLDT, it is possible to build DTs as independent contain-
ers dynamically deployable on the edge and in the cloud.
However, these functionalities are still experimental.

Declarative Description
Declarative descriptions of DTs are highly significant in
terms of trustworthiness in that they foster collabora-
tion, innovation, and integration within the DT ecosys-
tem. They provide a clear and concise way to express
the desired state of a system, without requiring a
detailed understanding of the underlying implementa-
tion details. This approach has proven to be highly
effective in Kubernetes, where declarative configura-
tion is the preferred way for managing resources. The
declarative approach outperforms the imperative alter-
native in several ways: 1) Idempotency: idempotency is
the ability to run the same command and achieve the
same result. A declarative approach allows repeatedly
applying the same configuration without causing con-
flicts or unexpected side effects; 2) version control and
reproducibility: infrastructure configurations can be
stored in version control systems, allowing the tracking
of changes over time, collaborating with others, and
easily reproducing infrastructure setups; 3) better scal-
ability: declarative infrastructure is designed to be scal-
able, providing infrastructure resources across multiple
environments and regions; 4) improved security: declara-
tive infrastructure can supply highly secure and compli-
ant infrastructure resources because it is built to be
secure; 5) self-healing and fault tolerance: the infrastruc-
ture system can identify and fix configuration drift,
mistakes, or failures because it actively monitors the
desired state and makes modifications. As a result, sys-
tems becomemore robust and fault tolerant.

DT Platforms Support
Microsoft Azure, at the time of writing, is the only plat-
form that provides a structured description of DTs.a

Eclipse Ditto integrates DT descriptions using an inter-
nal description format and embedding the support
for Web of Things (WoT) interoperability.b Conversely,
WLDT supports various descriptions provided by, e.g.,
Azure and the WoT.

Observability
A DT platform integrates loosely coupled DTs into
one cohesive system, supporting applications that are
expected to provide both functionally correct results
and acceptable performance levels in accordance
with application constraints (e.g., entanglement con-
straints). However, identifying the source of a failure in
a DT system can be challenging; DTs may be complex,
have many execution branches, and invoke external
services from other DTs, PTs, or the DT platform pro-
viding the runtime environment.14,15 In this context,
trustworthiness has to be intended as the capacity of a
DT platform of providing stakeholders with the means
for analyzing failures and possibly understanding root
causes. This characteristic describes to which extent a
DT platform supports the collection, aggregation, and
analysis of logs, execution traces, and metrics. More
specifically, logs provide insight into issues within a
software environment. Traces track the end-to-end
behavior of a request as it moves through a distributed
system and provide insight into how a request behaves
at specific points in an application across system bound-
aries. Metrics monitor baseline performance, pinpoint
anomalies and identify trends. The popular metrics that
many businesses or developers collect are CPU utiliza-
tion, network traffic, latency, or user signups.

DT Platforms Support
Microsoft Azure and AWS are cloud services and thus
observable by design (e.g., trusted logging is supported
at the platform level). However, there is a substantial
difference w.r.t. our proposal in that they do not take
decisions/actions regarding the DTs’ deployment: they
receive data from and store them in a centralized fash-
ion. Conversely, Eclipse Ditto and WLDT expose native
monitoring capabilities at different levels, both in terms
of software and cyberphysical interactions, but every-
thing is then delegated to developers and how they
implement the possibility to react to specific events.

Security
The trustworthiness of data-reaching applications is
clearly influenced by security-related aspects: 1) DTs
have been conceived to be part of critical systems,
given their vocation toward automation processes;16

aAzure DT Description Language: https://learn.microsoft.
com/en-us/azure/digital-twins/concepts-models bThe Web of Things: https://www.w3.org/WoT/
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and 2) being a digital copy of the physical world, they
might contain pieces of intellectual property pertaining
to the asset they represent.17 These two aspects are of
interest to malicious adversaries who may attempt to
corrupt an organization’s business model or cause
damage. Furthermore, as the DT paradigm is based on
the interconnection of two worlds through communica-
tion systems, technologies, and algorithms, an adversary
trying to take control of the underlying infrastructure
may harm the DT from both the physical and the digital
spaces (see Alcaraz and Lopez18 for a comprehensive
survey of security threats for DTs). This characteristic
describes how a DT platform takes into account and
manages security-related aspects of DT software com-
ponents, their hosting nodes, and domains.19

First, the security of the DT itself has to be
evaluated, e.g., by considering code coverage, static
source code analysis, the support of strong and well-
configured cryptographic protocols, and so on. Second,
the security of nodes where DTs run has to be evalu-
ated, e.g., by considering whether administrators adopt
cybersecurity best practices such as node hardening
and network traffic monitoring. Third, the security of
the network domains where DTs run has to be evalu-
ated; e.g., in a cloud-to-edge continuum scenario, edge
nodes locally deployed and managed are usually fully
trusted. In contrast, the same does not apply to the
whole continuum. Even when the cloud at large is per-
ceived as trusted, a given provider or a specific geo-
graphic area might not be trusted.

DT Platforms Support
Microsoft Azure and AWS, which are enterprise-grade
cloud platforms, are known to provide the highest

security standards. Eclipse Ditto provides a modular
architecture where each component can be configured
to support state-of-the-art security approaches, but it
depends on the specific deployment and setup. Con-
versely, WLDT does not support security functionalities
and delegates the burden to developers.

BLUEPRINT ARCHITECTURE
The aim of this work is to sketch an innovative DT plat-
form, namely, the Trustworthiness Management Plat-
form (TMP), supporting the characteristics presented
earlier. It implements control-plane operations related
to the deployment, execution, and management of
trustworthiness-ready DTs. The rest of the section
outlines 1) the runtime environment needed for orches-
trating trustworthiness-ready DTs across the cloud-to-
edge continuum and 2) the design of innovative DTs
that support trustworthiness.

TMP
As Figure 2(a) shows, the Management Interface ena-
bles the defining and monitoring of trustworthiness
requirements by managing platform knowledge and
triggering the orchestration process. Through this inter-
face, stakeholders (e.g., network operators, operations
engineers, and data analysts) can specify the desired
trustworthiness level and adapt configurations and
deployment strategies based on the current context.

The Platform Knowledge maintains the crucial
information, configurations, and events associated
with executed actions and decisions. It consists of
the DT Repository, which contains descriptions and
software artifacts of available DTs, the Infrastructure

FIGURE 2. (a) Overview of a trustworthiness DTmanagement platform. (b) Overview of a trustworthiness-ready DT.
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Knowledge, which stores specifications and configura-
tions of the “Cloud-to-Edge Continuum Infrastructure,”
and the Event History, which collects all platform
events related to the orchestration process.

The Orchestrator component is in charge of
guaranteeing end-to-end DT trustworthiness based on
the target requirements. It configures and deploys DTs
across the Cloud-to-Edge Continuum Infrastructure,
and it monitors both the DTs and system performance.
It also ensures observability by tracking every decision
made, which is recorded in the Event History.

The Cloud-to-Edge Continuum Infrastructure pro-
vides a flexible and configurable execution environ-
ment for running DTs. It includes a combination of
interconnected nodes equipped with computing, stor-
age, and networking resources, allowing one to leverage
the underlying resource heterogeneity, and provides
abstractions to handle variations in available resources
over time.

The TMP employs two agents to monitor the trust-
worthiness of active DTs, namely, the Security Agent
and the Monitoring Agent. These agents interact with
the “Cloud-to-Edge Continuum Infrastructure” and
directly with DTs to collect operational metrics and
execute tests. Monitoring Agents operate side by side
with the Data Repositories component, which serves
as a structured and multifunctional storage layer for
the metrics, logs, and events associated with security
threats, network metrics, resource metrics, and DT
metrics. By storing and analyzing these data, stake-
holders can gain insights into the behavior of DTs and
the overall performance of the system and dynamically
detect threats or anomalies over time.

Trustworthiness-Ready DT
Trustworthiness-ready DTs are intended as augmented
DTs capable of providing contextual metrics that repre-
sent their performance and internal status. These DTs
can be deployed, removed, reconfigured, and orches-
trated by the TMP whenever the runtime context
changes. To support this scenario, DTs should leverage
modularity. Within a single container, we use a design
based on plug-in modules to enhance a core system
with additional capabilities. At a higher abstraction
level (i.e., a DT composed of multiple containers), the
use of multiple containers allows the assignment of dif-
ferent priorities and resource requirements. Moreover,
containers represent a relatively small and focused
piece of code that can be updated, tested, and
deployed faster than monolithic alternatives. For these
reasons, we make the case for DTs conceived as multi-
container entities, which are supposed to be pluggable,

reusable, and published via a shared repository (see
TMP Data Repositories).

On the same line, DTs need to expose well-defined
communication interfaces [shown in Figure 2(b)]:
1) Physical Interface allows for communication with
PTs through pluggable modules, 2) Digital Interface
exposes the status of the DT to applications through
pluggable modules, 3) Management Interface receives
configurations to be injected in the DT, and 4)Monitor-
ing Interface exposes a set of contextual metrics of the
DT component (e.g., DT–PT entanglement). These final
two interfaces are connected with the Orchestrator
and theMonitoring Agents of the TMP, respectively.

These interfaces encapsulate five internal modules:
1) State Module accounts for the properties, events,
actions, and relationships associated with the DT;
2) Model Module represents the model(s) of the DT;
3) Augmentation Module allows the DT to extend the
functionalities of the PT; 4) Context-Awareness Module
measures DT–PT entanglement (representing the qual-
ity of the digital representation of the PT); and 5) Persis-
tence Module handles the persistence and history of
the DT.

EXPERIMENTATION
This section discusses a proof-of-concept implementa-
tion of the blueprint architecture described in the
“Blueprint Architecture” section. The experimental
results concern the quantitative characteristics of
trustworthiness (i.e., entanglement awareness, variable
load resilience, and cloud-to-edge mobility). Although
declarative description, observability, and security fun-
damentally pertain to the qualitative domain, the follow-
ing discussion also establishes connections between
achieved results and these qualitative dimensions.

The testbed consisted of four nodes with two
vCPUs and 2 GB of random-access memory each. Ansi-
ble was used to automatically install Kubernetes for
orchestration, Prometheus for monitoring, and Chaos
Mesh, a cloud-native add-on for Kubernetes, for inject-
ing network failures. The project developed to config-
ure the testbed is publicly available on GitHub (https://
github.com/fglmtt/kubemake/). Through Kubernetes,
we then deployed a trustworthiness-ready DT (imple-
mented with the WLDT library), a PT mimicking an
Industrial IoT device, and a message broker (i.e., Mos-
quitto) as containerized applications. The PT sent sta-
tus updates to the DT as Message Queuing Telemetry
Transport messages.

The experiments consisted of four phases, i.e.,
baseline, phase 1 (network slowdown), phase 2 (DT
reconfiguration), and phase 3 (PT reconfiguration),
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each injecting a set of failures that could undermine
trustworthiness. Specifically:

1) Baseline phase: latency set at 12.5 ms, jitter of
7.5 ms, no packet loss, 1 m/s (update per sec-
ond), and a model running in the DT requiring
1K prime numbers to be computed before
changing state.

2) Phase 1—network slowdown: latency set to
70 ms, jitter of 30 ms, 15% loss, 1 m/s, and 1K
prime numbers to be computed.

3) Phase 2—DT reconfiguration: latency set to
12.5 ms, jitter of 7.5 ms, no loss, 1 m/s, and 25K
prime numbers to be computed;

4) Phase 3—PT reconfiguration: latency set to
12.5 ms, jitter of 7.5 ms, no loss, 0.5 m/s, and 1K
prime numbers to be computed.

As illustrated in the top of Figure 3, the experiments
interleaved phases 1, 2, and 3 with the baseline phase.
Network failures were injected using Chaos Mesh, the
computation of prime numbers was varied through the
API provided by the DT, and the frequency of status
updates was configured through the API provided
by the PT. We tracked data timeliness and reliability

because they are relevant for entanglement, according
to a recent approach proposed in Bellavista et al.12

The plots in Figure 3 show the effect of such phases
on timeliness, reliability, and CPU usage, with each
metric evaluated over a 30-s sliding window. Timeliness
refers to the elapsed time between when the PT produ-
ces a given update and when the DT receives it, plus
how long the DT takes to change its state based on the
received update. For example, if the 99th percentile of
timeliness is 50 ms, 99% of the status updates received
had, at most, 50 ms of timeliness over the last 30 s.
As timeliness also considers how long the DT takes
to change state, CPU usage may also affect entangle-
ment. For example, if the DT runs a model that
saturates the available cores, it likely takes more
time to compute the next state, unless resources
are elastically scaled accordingly. Instead, reliability
refers to the ratio of the received status updates to
the expected ones. Thus, if reliability is 80%, 20% of
the status updates sent by the PT have never been
received by the DT over the last 30 s. It is worth noting
that CPU usage plays a role in variable load resilience
as well.

As Figure 3 shows, phase 1 (i.e., network slowdown)
caused a peak in timeliness, thus deteriorating the

FIGURE 3. Timeline of the designed experimental evaluation with the identified phases and adoptedmetrics.
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overall entanglement in turn. The threshold under
which a DT can no longer be considered entangled is
specified in its declarative description. As phase 1 dis-
entangled the DT, the TMP migrated the DT to a differ-
ent location along the cloud-to-edge continuum, thus
making the DT entangled again. In a production envi-
ronment, cloud-to-edge mobility should also take into
account the security constraints in place.

Then, phase 2 (i.e., DT reconfiguration) occurred.
This phase primarily impacted CPU usage (the more
prime numbers to be calculated, the more cores are
needed) and, as a side effect, detrimentally influenced
the entanglement through the timeliness factor. As a
countermeasure, the TMP decided to vertically scale
up the resources available to the DT. Note that in a
scenario with different resources available, the TMP
could have opted for deploying more replicas of the DT
(horizontal autoscaling) or providing qualitatively bet-
ter resources (e.g., a GPU) to the DT.

Finally, phase 3 (i.e., PT reconfiguration) worsened
reliability and, in turn, the entanglement. This phase
describes a scenario in which a technician halves the
update rate of the PT (from 1 to 0.5 m/s) without prop-
erly notifying the DT. Consequently, the DT still expects
to receive status updates from the PT at the previous
rate (1 m/s). In this case, neither cloud-to-edge mobility
nor variable load resilience can rectify the issue.
Although the TMP lacks direct countermeasures for
this circumstance, it can still uphold observability by
recognizing when something is not working as expected
and properly notifying stakeholders accordingly.

CONCLUSION
In this work, we explored the concept of end-to-end
trustworthiness in the context of DTs. In this regard,
we identified the six key characteristics that enable
trustworthiness, i.e., entanglement awareness, variable
load resilience, edge-to-cloud continuummobility, declar-
ative representation, observability, and security. We
found that none of the examined DT platforms, i.e.,
Azure DT, AWS DT, Eclipse Ditto, and WLDT, currently
support all the identified characteristics. To bridge
this gap, we designed a blueprint architecture that
natively supports end-to-end trustworthiness and dis-
cussed a proof-of-concept implementation to show
the feasibility of the proposed approach, along with
the benefits that come with it.
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